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Outliers vs. Anomalies

I Outliers:
. data points deviating from “normal” data
. rare events, measurement errors, noise, . . .

I Anomalies:
. deviating data points that are really interesting
. “real interesting” depends on the application
. point anomalies, contextual anomalies, collective anomalies

I Possible challenges in anomaly detection:
. How to model normal behavior?
. no sharp boundary between normal behavior and anomalies
. imbalanced data: typical datasets contain only few anomalies

Teaching Anomaly Detection

I Part of master module Machine Learning
I Study different anomaly detection methods:
. supervised (for labeled data) vs. unsupervised
. model-based vs. model-free
. evaluation of results

I Programming tutorials using Python and Scikit-Learn

Clustering Approach (e. g., k-Means)
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I unsupervised, model-based method (model: clusters of normal data)
I left: anomaly score based on distance to closest cluster center
I right: anomaly score based on distance relative to average distance of

points within same cluster

Reconstruction-based Approach
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I unsupervised, model-based method (statistical model)
I Use principal component analysis (PCA) or auto-encoders to compress

the data by eliminating non-important axes.
I anomaly score based on reconstruction error of original data from

compressed data

I Further methods: local outlier factor, one-class SVM, isolation forests

Anomaly Detection for Network Security

I Anomaly-based intrusion detection system (IDS)
I Collective anomalies in network traffic data streams:
. High number of connections from server X and high amount of traffic

over port P are unsuspicious separately.
. Combination (X,P ) within short time might indicate an attack.

OLAP Cube Approach (Supervised, Model-based)

I dimensional attributes:
protocol, host/IP address, port

I metric attribute: packet count
I cell c = (a1, . . . , an)
. apex cell: (∗, . . . , ∗)

(∗ indicates “aggregated”)
. base cell: (’tcp’, ’Google’, 53)

I cuboid: set of cells with common
pattern, e. g., (A, ∗, C)

I normality model for each cell:
normal distribution N(µ, σ2) of
packet counts over time slices

I anomaly score: deviation of
actual packet count c from mean
in terms of standard deviations,
|c− µ|/σ
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Visualization of Anomaly Scores (Student Project, TypeScript/Plotly.js)

I GUI with attribute filters and color-coded visualization of anomaly scores
I Heat map example: abnormal cells in IP range 175.45.176.* in

combination with TCP/UDP (test data: UNSW-NB15)
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