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» Components that use policies to detect attacks and unwanted behaviour in a network do
not share their state

» This makes the analysis of why a specific evaluation returns wrong or unexpected results

hard.

» Combining both the sensor data as well as the configuration (policy) of a network security
tool and its evaluation can help.

» Specification by the Trusted Computing Group for standardized metadata exchange
» Data model: undirected graph with |dentifiers, Metadata and Links
» Communication model: publish/subscribe system, multiple clients and one server

» Data can be adapted to arbitrary domains (in this case: network security)

~ ™~
CBOR-Proxy VisITMeta SIMU-GUI Detection-Engine 10-Tool
X mac-address "R | G [ = ]
/ \ IF-MAP History H A  Algorithms Im
A

authenticated-as / \ SiMU-Callector T | information
5 _ | ¥ I
access ip-mac
role reguest—mac , ﬂ MAP-Server
/ N SIMU Engine
\\\ // \\ ~ ~
" access- access- ip-address ( IF-MAP 0
capability . )
request request-ip (endpoint) I )\
| [ access-
_ Iayer2_- L request- . ! ]
information authenticated- device |- - NCP-VPN NMAP Snort iptables Nagios macmon NAC
by device-
attribute | . , B B B
device device o;)enVAS .DHCP I:ogﬁle éyslog F.{adius
(switch) (PDP)
\ SIMU-Collector and Flow-Controller

device-ip device-ip

( 4 - Flow-Controller / Collector 4| - Flow-Controller £ )

<—— - IF-MAP Publish / Subscribe : - Engine-component ﬂ - MAP-Server

ip-address ip-address - Rule generation ———> - IF-MAP-Subscribe > -JSON
B 121 L Legend <« - Events/ Incidents - Toplogy data )

Figure: IF-MAP example graph and exemplary architecture (from the SIMU project)
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» Open-source tool that visualizes IF-MAP graphs

» Result of a 3-year research project in Germany

» Main features: (a) Persistence of history, (b) calculation and visualization of graph deltas,
(c) filters and searches and (d) highlighting changes

event

onnectio ettings
@ Dataservice:
¥ %4 localDataservice
o ult w
N ldefau CVE

‘ implementation—vulnerability‘

(ip-address: 10.10.10.234 (IPv4))

implementation
openssh

‘ attack-detected

‘service—implementation ‘

service
ssh-server01 (ssh)
Ji

Search: Hide search mismatches: | |

| Live view — Delta view

Selected timestamp: #9 of 10, 15:58:30 @ 24.07.2015 (1437746310000)
localhost:8000/default

REST url: http: raph/1437746310000

.U
Z o
o

ax Depth 1.000
ax Size 1.000.000.000

Tz oA = o @ oW
& 2 =
= =1

E m
m —_— =2

o

=

=

3

£

m

2

=l

=]

m

v

Figure: Screenshot of Vis/TMeta GUI (v0.5.0)

» Open-source policy-based tool that performs signature checks and anomaly detection on
IF-MAP graphs

» Interchangeable methods to detect anomalies

» Considers the context of data (time, location, ...)

# | Device |0 Value Timestamp
anomaly { 29 |afof sigFortOpen 2012-12-13T09:37:02+01:00
anoHighTrafficSmartphone := trafficHintSmartphone > 0.5; g? 2112311: g:ggagnpeig?nusﬂpp ggigigig¥gg§;g§:gigg
} 26 |afof sigPortOpen 2012-12-13T09:36:534+01:00
) 25 |afof sigCamers 2012-12-13T09:36:53+01:00
signature { _ 24 [afof  [sigSuspiciousApp 2012-12-13T09:36:53+01:00
sigCamera := "smartphone.sensor.cameraisused" = "true" 53 |afof sigPortOpen 2012-12-13T09:36:42+01:00
ctxWorkingHours; 22 [afof  |sigCamera 2012-12-13T09:36:42+01:00
sigPortOpen := 21 |afof  |sigSuspiciousApp 2012-12-13T09:36:42+01:00
count ("vulnerability-scan-result.vulnerability.port") > "@" 20 |afof sigPortOpen 2012-12-13T09:36:32+01:00
ctxTrustedInfrastructureComponent; 19 |afof sigCamera 2012-12-13T09:36:32+01:00
} 18 |afof sSigsuspiciousApp 2012-12-13T09:36:32+01:00
17 |afof sigfortOpen 2012-12-13T09:36:29+01:00
condition { 16 |afof sigCamera 2012-12-13T09:36:29+01:00
conDataLeakDetected := anoHighTrafficSmartphone 15 |afOf sSigSuspiciousApp 2012-12-13T09:36:294+01:00
and sigCamera 14 |afof sigPortOpen 2012-12-13T09:36:214+01:00
and sigPortOpen; 13 |afof sigCamera 2012-12-13T09:36:21+01:00
} 12 |afof sigSuspicioUsApp 2012-12-13T09:36:21+4+01:00
11 |afOf sigPortOpen 2012-12-13T09:36:11+01:00
action { 10 |afof  [sigCamera 2012-12-13T09:36:11+01:00
alert := "alert.name" "Data IEEHEQE detected"; =] afof SiQSUSPiCiDUSJﬂ.pp 2012-12-13T09:36:104+01:00
} 8 |afof sigPortOpen 2012-12-13T09:36:06+01:00
7 |afof sigCamera 2012-12-13T09:36:06+01:00
rule { 6 |afof sSigsuspiciousApp 2012-12-13T09:36:06401:00
. ) 5 |afof  |sigPortOpen [] |2012-12-13T08:35:56+01:00
dataleakage := if conDataleakDetected do alert; 1 |afof sigCamera 5012-12-13709:35:56+01:00
¥ 3 |afof sSigSuspiciousApp 2012-12-13T09:35:56401:00
2 |afof sigCamers [ ] |2012-12-13T09:35:36401:00
1 |afof sSigSuspiciousApp 2012-12-13T09:35:36+01:00

Figure: (Part of) Example policy file of irondetect and Screenshot of irondetect GUI

» Mapping the policy model of irondetect to IF-MAP entities.
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Figure: An irondetect policy transformed to IF-MAP

» Publish the inner state of the evaluation to IF-MAP.
» Connections between policy elements and the responsible sensor data that induced a

concrete result are made visible to the user.
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Figure: Results of policy evaluation by irondetect

» Visualizing both sensor data and policy data allows analysis of different situations:

> Detect misconfiguration
> Understand false positives
> Trace back evaluations

» jrondetect and VislTMeta are available as open-source software via GitHub.

» The code to visualize the policy and its evaluation for both irondetect and Visl/ T Meta
components will be released within the next few months.

» Policy modification via the GUI (e.g. as a consequence of too many false positives).
» Adapt additional analysis components to also publish their policies and evaluation.

» Email: trust©@f4-i.fh-hannover.de
» Website: http://trust.f4.hs-hannover.de/
» GitHub: https://github.com/trustathsh
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